PREMERA |

An Independent Licensee of the Blue Cross Blue Shield Association

Get started
using My Health Data

WHAT IS MY HEALTH DATA?

You are in control of your health data. Based on new federal guidelines, some members can opt to share
health data with external apps and third parties, but only if you, the member, choose to give them access to
that data. Currently, this ability to share your data is only available for individual members in Alaska and
Medicare Advantage members in Washington.

Through My Health Data, you can allow certain apps you download to your mobile device to access to your
health information. You get to decide if you want to allow this and use the services that the app provides,
giving you more freedom and more choices on how to use your health data. Third-party apps cannot access
your data unless you give them explicit permission. When you download an app to start using it to access
your data, you will need to go through a consent process before the app can access your data.

Premera recommends only accessing your health data through your Premera member portal. The
Premera member portal is secure and compliant with HIPAA and other federal privacy laws to make sure
your data is safe. It's important to note that third-party apps are not required to comply with state or federal
privacy laws, including HIPAA, and not all third-party apps will comply with basic privacy and security
standards.

But, a third-party app might allow you more control over your data or different insights into your data than
you get from your Premera member portal. So if you decide to take advantage of My Health Data and share
your data with a third-party app, remember to choose your app wisely. Once you choose to give a third-
party app access to your data, Premera cannot guarantee your health data will remain secure and
private.

Interested in taking advantage of My Health Data? See how on the next page.
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HOW DO | USE MY HEALTH DATA TO ACCESS MY HEALTH INFORMATION?

- Step one: Find and download a compatible app

The first thing you need to do to take advantage of My Health Data is download a My

® Health Data-compatible app. You can find the list of compatible apps on premera.com.
Choose the app you want to use to access your data and find and download it in the
App Store or Google Play.

Step two: Sign in or create an account

Follow the steps in the app to start the process to allow it to access your data. To
access your data, you will need to sign in to your Premera online account. You will see
the same sign in page you see when you go to premera.com/ma-account.

To sign in, you will also need to enter a one-time PIN you receive via email, phone call, or
text message. You must have a current email or phone number on file to receive the PIN
and complete your sign-in. If you need to update your contact information, contact
customer service at the number on the back of your ID card.

Having trouble signing in? Make sure you have an account. You need an existing
account to grant the app access your data. Visit premera.com/ma-account and
select “Click here to register” to create an account. You'll need your ID number handy.

Step three: Read and consent

First, make sure to carefully read the app's privacy policy. The app's privacy policy
describes how the app will use, share, and possibly sell information about you, so it's
important you review the policy to make sure you are comfortable with how the app can
or will use your information.

If you're sure you want this app to access your health information, you need to read and
click through the consent process. The screenshots below show the process you will go
through to give the app access to your data.


https://www.premera.com/ma-account
https://www.premera.com/ma-account

1.

First, if you choose an app that has not agreed to comply with basic privacy and
security standards, you will need to read and acknowledge this warning message.
Premera does not recommend accessing an app that has not agreed to comply with
these standards, but if you want to proceed with allowing the app access to your

data, choose ‘| agree” at the end.

Interoperability Member Warning
Patient Access API

Warning of Unsecure App

Warning! The App you have selected to
download your personal information from
Premera Blue Cross Blue Shield of Alaska is
not required to comply with State or Federal
privacy laws, including HIPAA. In addition, the
App has not verified that it complies with
basic privacy and security standards. These
privacy and security standards are listed
below for your convenience. We strongly
recommend that you withdraw your request to
use this App to download your personal
information and select instead an App that
has agreed to these basic privacy and
security standards.

Click on the “Withdraw Request” button,
below, to withdraw your request to provide
your personal information to this App.

The App Developer has not verified that it
complies with the following basic privacy and
security standards:

+ The App has a publicly available privacy
policy, written in plain language, that has

information may be accessed,
exchanged, or used by any person
or other entity, including whether
the member’s health information
may be shared or sold at any time
(including in the future);

+ A requirement for express consent from
a member before the member’s health
information is accessed, exchanged, or
used, including receiving express
consent before a member’s health
information is shared or sold (other than
disclosures required by law or
disclosures necessary in connection
with the sale of the application or a
similar transaction);

« If an App will access any other
information from a member’s device;
and

+ How a member can discontinue the
App's access to his/her data and what
the App's policy and process is for
disposing of a member’s data once the
member has withdrawn consent.

Withdraw Request

2. Next, read the disclaimer explaining that third-party apps are not subject to privacy
laws, like HIPAA, and select “| Understand” at the end. This disclaimer will be the
first step if the app you choose has agreed to comply with privacy standards.

Interoperability Disclaimer
Patient Access AP|

By clicking on the [I Understand] button
below, you direct Premera Blue Cross Blue
Shield of Alaska (Premera) to disclose your
personal information to an App that you have
selected. By doing so, you acknowledge that

+ The App is NOT subject to HIPAA or
other laws specifically designed to
safeguard your privacy;

+ Premera is NOT responsible for
anything that happens to your personal
information after it is disclosed to the
App;

+ Some of the information to be
disclosed was NOT created by Premera
and Premera is NOT required verify the
accuracy, and does NOT verify the
accuracy of the information before
disclosing it to the App;

* Premera is required to comply with
your request to disclose your personal
information to the App, even if the App
fails to appropriately secure your
personal information

TO THE MAXIMUM EXTENT PERMITTED BY

TO THE MAXIMUM EXTENT PERMITTED BY
LAW, PREMERA WILL NOT BE LIABLE FOR
ANY INCIDENTAL, INDIRECT, SPECIAL,
CONSEQUENTIAL OR PUNITIVE DAMAGES,
WHETHER INCURRED DIRECTLY OR
INDIRECTLY, RESULTING FROM (A)
DISCLOSURE OF YOUR PERSONAL
INFORMATION IN ACCORDANCE WITH THIS
REQUEST; OR (B) ANY UNAUTHORIZED
ACCESS TO, OR USE OR RE-DISCLOSURE OF
YOUR PERSONAL INFORMATION THAT
TAKES PLACE AS A RESULT OF PREMERA'S
DISCLOSURE. THESE LIMITATIONS APPLY
TO ANY THEORY OF LIABILITY, WHETHER
BASED ON CONTRACT, TORT (INCLUDING
NEGLIGENCE), STATUTE, OR OTHERWISE,
AND WHETHER PREMERA HAS BEEN
INFORMED OF THE POSSIBILITY OF ANY
SUCH DAMAGE.

I have read and considered the contents of
this Disclaimer. |understand that, by clicking
on “[l Understand]” button, below, | am
confirming my desire for Premera to disclose
my personal information to the App | have
selected.

Withdraw Request



QUESTIONS?

3. Then, read through the authorization for Premera to share your health information
with the app you have chosen, and select “| agree” at the end.

Authorization to Disclose
Protected Health Information
Patient Access API

You have requested Premera Blue Cross Blue
Shield of Alaska (Premera) to electronically
share detailed information about your health
history to a third party. Please read the full
terms of this authorization carefully. It covers:

« That you are giving your permission for
us to share your data (including
information about any sensitive medical
conditions you may have) with a third
party.

« That the third party that receives the
information may not be subject to HIPAA
privacy and security laws and therefore
your data may not be protected by
HIPAA privacy and security laws.

+ Where to find educational material about
the disclosures you are allowing.

« Other important information.
We recommend that you read the educational
materials that we publish about such

disclosures before agreeing to provide your
personal information to a third party (click

Step four: Start using the app!

information, we may need to collect more
information from you before processing your
request. Please tell us what allows you to be a
personal representative of a member:

« Parent or guardian of a minor

« Active health care power of attorney

« Court ordered guardianship

- Other (in accordance with applicable
State law, with required documentation)

| have read and considered the contents of
this authorization. | understand that, by
clicking the “[| AGREE]" button, below, | am
confirming my authorization for the
disclosures of information, as described
above.

This release is voluntary. We will not
condition your enroliment in a health plan,
eligibility for benefits or payment of claims on
giving this release.

[Insert member name]

[Insert date the member clicks on
authorization]

Click here to print this authorization for your
records [Insert print function]

Withdraw Request

Once you're signed in and have gone through the consent process, the app should be
able to access your data, and you can start using the features and insights the app

may offer.

Contact customer service at 888-850-8526 (TTY:TDD: 711).
October T — March 31, 7 days a week, 8 a.m. to 8 p.m.
April 1 — September 30, Monday through Friday, 8 a.m. to 8 p.m.



Get started using
Payer-to-Payer Data Exchange

WHAT IS THE PAYER-TO-PAYER DATA EXCHANGE?

The Payer-to-Payer Data Exchange allows members to have their clinical records follow them from one
health plan to another—but only if the member gives permission. This creates a more consistent patient
experience between health plans. Currently, the ability to share this data is only available for individual
members in Alaska and Medicare Advantage members in Washington.

Through the Payer-to-Payer Data Exchange, members can give permission for the following:
e Current Premera members can grant Premera access to health records from their previous health
plan(s)
e Former Premera members can grant their new health plan access to health records from their
Premera plan.

This sharing of health records helps Premera understand members’ health history better, leading to
improved access to support and programs that benefit members. Health records will never be used to
determine health coverage or rates.

HOW DO | USE THE PAYER-TO-PAYER DATA EXCHANGE?

The steps for using the Payer-to-Payer Data Exchange depends on whether you are a current or former
member.

For current Premera members:

Step one: Sign in to your online Premera account.
; Sign in at premera.com/ma-account.
Having trouble signing in? Make sure you have an account. You need an existing

account to grant the app access to your data. Visit premera.com/ma-account and
select “Click here to register” to create an account. You'll need your ID number handy.



https://www.premera.com/ma-account
https://www.premera.com/ma-account
https://www.premera.com/ma-account

Step two: Enter information about your other health plan.

After signing into your online account:
e Select My Health Data from the page footer.
e Select Payer-to-Payer Data Exchange.
e Select your previous payer (health plan)

Step three: Provide consent to the Payer-to-Payer Data Transfer and follow prompts
for Previous Payer web credentials. (Please note: Your previous payer may require
additional consent or a HIPAA authorization before releasing your data to Premera.)

For former Premera members:

Step one: Log in to the New Payer Portal and navigate to the Payer-to-Payer Data
Transfer request page.

f > Step two: Select your former Premera health plan.

Step three: Provide Premera web credentials and complete the HIPAA authorization.

e You'll be prompted for Premera web credentials.
e You'll be prompted to complete a HIPAA authorization.

e Once you complete and submit the HIPAA authorization, your payer-to-payer
data exchange request will be completed.

e The health plan(s) you granted permission to share your health records will now
have access to this information.

QUESTIONS?

For questions related to your Premera health data, contact customer service at:
888-850-8526 (TTY:TDD: 711).

October 1 — March 31, 7 days a week, 8 a.m. to 8 p.m.

April T — September 30, Monday through Friday, 8 a.m. to 8 p.m.

If you have questions related to your data with another health plan, please contact that health plan directly.



Notice of availability and nondiscrimination 888-850-8526 | TTY: 711

Call for free language assistance services and appropriate auxiliary aids and services.

Llame para obtener servicios gratuitos de asistencia lingUistica, y ayudas y servicios auxiliares apropiados.
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Fordern Sie kostenlose Sprachunterstutzungsdienste und geeignete Hilfsmittel und Dlenst|e|stungen an.
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Discrimination is against the law. Premera Blue Cross (Premera) complies with applicable Federal civil
rights laws and does not discriminate on the basis of race, color, national origin, age, disability, or sex,
including sex characteristics, intersex traits, pregnancy or related conditions, sexual orientation, gender
identity, and sex stereotypes. Premera does not exclude people or treat them less favorably because of
race, color, national origin, age, disability, sex, sexual orientation, or gender identity. Premera provides
people with disabilities reasonable modifications and free appropriate auxiliary aids and services to
communicate effectively with us, such as qualified sign language interpreters and written information in
other formats (large print, audio, accessible electronic formats, other formats). Premera provides free
language assistance services to people whose primary language is not English, which may include
qualified interpreters and information written in other languages. If you need reasonable modifications,
appropriate auxiliary aids and services, or language assistance services, contact our Civil Rights
Coordinator. If you believe that Premera has failed to provide these services or discriminated in another
way on the basis of race, color, national origin, age, disability, sex, sexual orientation, or gender identity,
you can file a grievance with: Civil Rights Coordinator — Complaints and Appeals, Premera Blue Cross
Medicare Advantage Plans, PO Box 21481, Eagan, MN 55121, Phone: 888-850-8526, TTY: 711,

Fax: 800-889-1076, Email AppealsDepartmentinquiries@Premera.com. You can file a grievance in person
or by mail, fax, or email. If you need help filing a grievance, our Civil Rights Coordinator is available to help
you. You can also file a civil rights complaint with the U.S. Department of Health and Human Services,
Office for Civil Rights, electronically through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S. Department of Health and
Human Services, 200 Independence Ave SW, Room 509F, HHH Building, Washington, D.C. 20201,
1-800-368-1019, 800-537-7697 (TDD). Complaint forms are available at
http://www.hhs.gov/ocr/office/file/index.html.

7Y
Premera Blue Cross is an HMO plan with a Medicare contract. PREMERA |
Enrollment in Premera Blue Cross depends on contract renewal.

An Independent Licensee of the Blue Cross Blue Shield Association
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