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NOTICE OF PRIVACY PRACTICES 

THIS NOTICE DESCRIBES HOW MEDICAL AND FINANCIAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.

PLEASE REVIEW IT CAREFULLY.

THE PRIVACY OF YOUR MEDICAL AND FINANCIAL INFORMATION 

IS VERY IMPORTANT TO US.

At Premera Blue Cross, we are committed to maintaining the confidentiality of your medical and financial information, which we refer to as your “personal information,” regardless of format: oral, written, or electronic.  This Notice of Privacy Practices informs you about how we may collect, use and disclose your personal information and your rights regarding that information.   

The effective date of this Notice is September 23, 2013.  It will remain in effect until we replace it.  This Notice pertains to you and your covered dependents.  Please share it with your covered dependents.

OUR RESPONSIBILITIES TO PROTECT YOUR PERSONAL INFORMATION  

Under both the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the Gramm-Leach-Bliley Act, Premera Blue Cross must take measures to protect the privacy of your personal information.  In addition, other state and federal privacy laws may provide additional privacy protection. Examples of your personal information include your name, Social Security number, address, telephone number, account number, employment, medical history, health records, claims information, etc.

We protect your personal information in a variety of ways.  For example, we authorize access to your personal information by our employees and business associates only to the extent necessary to conduct our business of serving you, such as paying your claims.  We take steps to secure our buildings and electronic systems from unauthorized access.  We train our employees on our written confidentiality policy and procedures and employees are subject to discipline if they violate them.  Our privacy policy and practices apply equally to personal information about current and former members; we will protect the privacy of your information even if you no longer maintain coverage through us.   

We are required by law to:

· protect the privacy of your personal information;

· provide this Notice explaining our duties and privacy practices regarding your personal information;
· notify you following a breach of your unsecured personal information; and

· abide by the terms of this Notice
HOW WE MAY COLLECT YOUR PERSONAL INFORMATION  

We collect most of your personal information directly from you.  By submitting an application for coverage with us or being our member, we may also obtain your personal information from third parties without your specific authorization.  These third parties may include producers, employers, health care providers, other health plans or insurers, and state and federal agencies.

HOW WE MAY USE AND DISCLOSE YOUR PERSONAL INFORMATION  

We may use or disclose your personal information without your specific authorization for the purposes described below.  For other purposes, we will request your specific authorization in writing, which you may grant or reject.  If granted, you can revoke the authorization at any time by letting us know in writing.

Treatment: Though we do not provide treatment, we may disclose personal information about you that your physician or other health care provider requests to help them with your medical treatment or services.  For example, we may disclose what prescriptions you have filled to help your physician or other health care provider to prescribe the appropriate medication.   

Payment: We may use and disclose personal information so that we can process your medical claims.  For example, we may need to disclose personal information to administer your health benefits, to coordinate benefits with other health plans, to determine coverage and to obtain premiums.  However, state and federal laws prohibit us from disclosing certain types of sensitive personal information, including psychotherapy notes, about you without your specific authorization.
Health Care Operations: We may use and disclose personal information for health plan operations. For example, we may disclose personal information to conduct quality assessment and improvement activities, to engage in care or case management. However, federal law prohibits us from using or disclosing genetic information for underwriting purposes.  State laws may prohibit us from disclosing certain types of sensitive personal information about you to other members of your family without your specific authorization.  For example, our care coordination nurse may not be permitted to disclose case management information about an inpatient mental health admission without a specific authorization.
Business Associates: We may disclose your personal information to our Business Associates. These are entities or individuals that are not employed by us that perform health care operations or payment activities on our behalf which require that the Business Associate create, receive, maintain, or transmit your personal information.  We must have contracts with our business associates that require them to maintain the confidentiality of your personal information.  For example, we may contract with a pharmacy benefit manager to administer prescription drug benefits.
Appointment/Service Reminders: We may use your personal information to contact you to remind you to obtain preventive health services or to inform you of treatment alternatives and/or health-related products or services that may be of interest to you and are provided by us, included in your plan of benefits or otherwise valuable products or services that are only available to current members. 

Individuals Involved in Your Care or Payment for Your Care: We may disclose personal information about you to a family member or other individuals who are directly involved in your care or payment for your care, even after your death. 

As Required by Law: We may use or disclose your personal information when required by federal, state or local law.  For example, we may disclose personal information to a health oversight agency, to include the Secretary of the Department of Health and Human Services or a state insurance department, for activities such as audits, investigations, or related to licensure.  If you receive public benefits through a government program, we may disclose personal information about you to the state or federal agency administering that program or another government program, including workers’ compensation programs.  

Public Health and Safety: We may disclose personal information about you to the extent necessary to avert a serious and imminent threat to your health or safety or the health or safety of others. 

Research:  We may disclose your personal information as part of a limited data set for purposes of research, public health or health care operations.  We also may disclose personal information to researchers when their research has been approved by a review board that has reviewed the research proposal and established protocols to ensure the confidentiality of your personal information.

Legal Proceedings: We may disclose your personal information in response to a court or administrative order, subpoena, discovery request, or other lawful process. 

Law Enforcement: We may disclose your personal information to law enforcement officials if we receive a court order, warrant, grand jury subpoena or an inquiry for purposes of identifying or locating a suspect, fugitive, material witness or missing person.  If you are an inmate, we may disclose your personal information to correctional institutions as allowed by law. 

Military and National Security: Under certain circumstances, we may disclose to military authorities the personal information of armed forces personnel. We may also disclose, to authorized federal officials personal information required for lawful intelligence, counterintelligence and other national security activities.

Sales and Marketing:  We will not sell your personal information or use or disclose it for marketing purposes without first obtaining your written authorization to do so.
YOUR RIGHTS REGARDING PERSONAL INFORMATION

You have the following rights regarding personal information that we maintain about you.
Inspection: You have the right to request inspection and to receive a copy of a record of your personal information.  If we maintain the record electronically, you have the right to request the copy be in the electronic format of your choice.  If we cannot readily provide your record in that format, we will provide your record in an electronic format that you and we have agreed to. 
Amendment: If you feel the personal information that we maintain about you is incorrect or incomplete, you have the right to request amendment to your personal information.  
Restriction Request: You have a right to request a restriction or limitation on the personal information we use or disclose about you for treatment, payment and health care operations activities or disclosures to individuals involved in your care. 

Confidential Communications: If you believe that disclosure of all or part of your personal information may endanger you, you have the right to request that we communicate with you about health matters at an alternative location.  For example, you may ask that we only contact you at your work address.
Accounting of Disclosures: You have the right to an accounting of disclosures we have made for purposes other than for treatment, payment, health care operations, or that you specifically authorized. Your request may be for disclosures made up to 6 years before the date of your request. The first list you request within a 12-month period will be free.  For additional lists, we may charge you a reasonable fee for the costs of copying, mailing, and supplies associated with your request.

All of these requests must be made in writing.  Please contact us at the phone number below [or visit our web site at www.premera.com] for the applicable request form.  Except for accounting of disclosures, we will evaluate each request and communicate to you in writing whether or not we can honor the request.  There are instances when we cannot honor your request.  For example, we will not amend personal information that was not created by us, unless the person or entity that created the information is no longer available to make the amendment.  We may also charge a reasonable fee for the costs of copying, mailing and supplies associated with your inspection and amendment requests.

CHANGES TO THIS NOTICE

Should any of our privacy practices change, we reserve the right to change the terms of this Notice.  The revised Notice would apply to all the personal information about you that we maintain. If we make any changes to our privacy practices, we will provide you with a copy of the revised Notice.  We will also post the revised Notice on our web site.  If you need a copy of this Notice or want more information about our privacy practices, contact us as described below.

ELECTRONIC NOTICE

If you receive this Notice on our web site or by electronic mail (e-mail), you are also entitled to receive this Notice in paper form.  To obtain a paper copy of this Notice, contact us as described below.

REPORTING A PROBLEM

If you believe your privacy rights have been violated, or if you disagree with a decision we made about a request, you may file a written complaint with us or the Secretary of the Department of Health and Human Services (DHHS).  You will not be penalized if you file a complaint about our privacy practices with us or with DHHS.
CONTACT INFORMATION

You may exercise any of your rights described in this Notice, or ask questions about these rights, by contacting us at:

Contact office for all other coverage:

Premera Blue Cross
PO Box 91059
Seattle, WA  98111

Telephone: 1-800-722-1471
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Premera Blue Cross (Premera) complies with applicable Federal and Washington state civil rights laws and does not discriminate on the
basis of race, color, national origin, age, disability, sex, gender identity, or sexual orientation. Premera does not exclude people or treat
them differently because of race, color, national origin, age, disability, sex, gender identity, or sexual orientation. Premera provides free
aids and services to peaple with disabilities to communicate effectively with us, such as qualified sign language interpreters and written
information in other formats (large print, audio, accessible electronic formats, other formats). Premera provides free language services to
people whose primary language is not English, such as qualified interpreters and information written in other languages. If you need these
services, contact the Civil Rights Coordinator. If you believe that Premera has failed to provide these services or discriminated in another
way on the basis of race, color, national origin, age, disability, sex, gender identity, or sexual orientation, you can file a grievance with:
Civil Rights Coordinator — Complaints and Appeals, PO Box 91102, Seattle, WA 98111, Toll free: 855-332-4535, Fax: 425-918-5592,
TTY: 711, Email AppealsDepartmentnquiries@Premera.com. You can file a grievance in person or by mail, fax, or email. If you need help
filing a grievance, the Civil Rights Coordinator is available to help you. You can also file a civil rights complaint with the U.S. Department
of Health and Human Services, Office for Civil Rights, electronically through the Office for Civil Rights Complaint Portal, available at
https:#focrportal.hhs.gov/ocr/portaldobby jsf, or by mail or phone at: U.S. Department of Health and Human Services, 200 Independence
Ave SW, Room 509F, HHH Building, Washington, D.C. 20201, 1-800-368-1019, 800-537-7697 (TDD). Complaint forms are available at
http:/Awww. hhs. gov/ocr/officeffilefindex html. You can also file a civil rights complaint with the Washington State Office of the Insurance
Commissioner, electronically through the Office of the Insurance Commissioner Complaint Portal available at

https: /Awww.insurance wa.govifile-complaint-or-check-your-complaint-status, or by phone at 800-562-6900, 360-586-0241 (TDD).
Complaint forms are available at https:/ffortress.wa.gov/aic/onlineservices/ccfpub/complaintinformation.aspx.

Language Assistance

ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia lingiistica. Liame al 800-722-1471 (TTY: 711).
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BHUMAHMWE: Ecnu BbI roBOpUTE Ha pYCCKOM A3bike, TO BaM JocTynHbl BecnnatHble yenym nepesoga. 3sonute 800-722-1471 (tenetaiin: 711).
PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumanmit ng mga serbisyo ng tulong sa wika nang walang bayad. Tumawag sa 800-722-1471 (TTY: T11).
YBATA! fKWO BY PO3MOBASETE YKPATHCHKOIO MOBOIO, BN MOMKETE 3BEPHYTUCH A0 BE3KOWTOBHOT CAYKEM MOBHOT MiATPUMKM.

TenedoHyiite 3a Homepom 800-722-1471 (tenetaiin: 711).
s sy RSunw Manier whs gwig s WSS SR S GSINUULIERT G $1808 800-722-1471 (TTY: 711)1
ZERE  AAETEINGGE, BHOEEXEECHAVEETET, 8007221471 (TTYT1) £T, SBECTIEREEL,
FDE: P75 LR ATICE DY PRCIO HCAF SCERFE (I8 ALTHPT HIDEAPA: OF TLhkaa- &7C LLa 800-722-1471 (mhewt atagFe- T11).
XIYYEEFFANNAA: Afaan dubbattu Oroomiffa, tajaajila gargaarsa afaanii, kanfaltiidhaan ala, ni argama. Bilbilaa 800-722-1471 (TTY: 711).
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ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche Hilfsdienstleistungen zur Verfiigung. Rufnummer: 800-722-1471 (TTY: 711).
{00970 1209 W B2 290, NMWOINWgoscBoawWITY, loatcd e, cuvluenlun. s 800-722-1471 (TTY: 711).
ATANSYON: Siw pale Kreyol Ayisyen, gen sévis &d pou lang ki disponib gratis pou ou. Rele 800-722-1471 (TTY: 711).
ATTENTION : Si vous parlez francais, des services d'aide linguistique vous sont proposés gratuitement. Appelez le 800-722-1471 (ATS : 711).
UWAGA: Jezeli mowisz po polsku, mozesz skorzystac z bezplatnej pomocy jezykowej. Zadzwon pod numer 800-722-1471 (TTY: 711).
ATENGAQ: Se fala portugués, encontram-se disponiveis servigos linguisticos, gratis. Ligue para 800-722-1471 (TTY: 711).
ATTENZIONE: In caso lalingua parlata sia litaliano, sono disponibili servizi di assistenza linguistica gratuiti. Chiamare il numero 800-722-1471 (TTY: 711).
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