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Guidelines for Handling and Distributing Proprietary Information 
 

The following matrix provides guidance on how to appropriately handle, protect and mark proprietary information. 
 

Placement of Proprietary Markings 
• When in hardcopy form, proprietary markings should be applied to the bottom center of each page, unless permanently bound; otherwise apply the marking to the outside front and back covers.  Ring 

binders should be marked with the classification of the most sensitive information contained; 
• Clearly visible markings should be applied to CDs, DVDs, magnetic tapes, diskettes, Zip disks, etc.; 
• Appropriate markings should be securely affixed to slides, transparencies, etc. using a label, tag, or sticker when possible; otherwise enclose the items in appropriately marked envelopes;  
• Attorney-Client Privileged and/or Attorney Work Product markings should only be used at the direction of Company attorneys, or when requesting legal advice. 
 
Destruction of Proprietary Data 
Proprietary data should be destroyed as appropriate per the Records & Information Management (RIM) policy, Device and Media Controls policy and Device and Media Controls Standard. 

 
Information Classification Requirements Distribution Requirements 

(MAY ONLY BE DISTRIBUTED WHEN REQUIREMENTS ARE MET) 
Standard Proprietary 

Markings 
Requirements for Information 

Release/Storage 
Examples (not all inclusive) Internal Distribution External Distribution Electronic Distribution 

 Premera subsidiaries 
copyright statement: 
1. © 2013 by Premera Blue 

Cross.  All Rights 
Reserved. 

2. © Property of Premera 
Blue Cross. 

3. © 2013 LifeWise Health 
Plan of Washington 

4. © 2013 LifeWise Health 
Plan of Oregon 

5. © 2013 Vivacity, Inc. 
6. © 2013 Connexion 

Insurance, Inc. 
7. © 2013 Calypso Health 

Care Solutions 
8. © 2013 LifeWise 

Assurance Company 
– OR – 

No Markings 
 

Information which may be shared 
internally and externally without 
prior approval of the information 
owner.   
 
Such information may be stored in 
network shared drive folders that are 
accessible by all users. 

• Advertising/marketing collateral 
(displays, print ads, commercials, 
product brochures, layouts, etc.) 

• Code of Conduct 
• Job descriptions 
• Specialty drug lists 
• Member premium rates 
• Annual report 
• Press releases 
• Public presentations given by 

associates and/or officers of the 
Company (provided confidential or 
proprietary information has in fact been 
redacted)  

• Integrated Health Management’s 
medical policies 

• Public web sites: 
- www.premera.com 
- www.vivacity.net 
- www.lifewiseac.com 
- www.lifewiseor.com 
- www.lifewisewa.com 
- www.connexioninsurance.com 

 
 
 
 

No special protection measures are required. 
 
 

  

Confidential & Proprietary Information regarding the 
Company’s operations, associates or 

• Memos, agendas, internal 
presentations, faxes, binder spines and 

Should be distributed via 
interoffice mail in sealed 

Should be distributed in 
sealed envelopes when the 

Must be e-mailed in accordance with 
the eMail and Other Electronic 

http://www.premera.com/
http://www.vivacity.net/
http://www.lifewiseac.com/
http://www.lifewiseor.com/
http://www.lifewisewa.com/
http://www.connexioninsurance.com/
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
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Information Classification Requirements Distribution Requirements 
(MAY ONLY BE DISTRIBUTED WHEN REQUIREMENTS ARE MET) 

Standard Proprietary 
Markings 

Requirements for Information 
Release/Storage 

Examples (not all inclusive) Internal Distribution External Distribution Electronic Distribution 

third parties doing business with the 
Company which is not generally 
available to the public which may be 
shared internally with associates, 
and with contractors or vendors on a 
need to know basis who have signed 
a Non-disclosure Agreement. 
Such documentation must be stored 
in secure shared drive folders that 
are accessible by only those who 
have a need to access it.   
Approval must be obtained in 
advance for release of associate 
data maintained by Human 
Resources.  
 

covers  
• Financial data (except public Annual 

Report and financial status memos to 
management)  

• Pricing or product information 
• Lists of member groups 
• Contracting and Procurement data 
• Sales/marketing information, data and 

reports 
• All other information which has been 

treated or designated by the Company 
as confidential and proprietary  

 

envelopes when possible. delivery is accomplished by 
another party, e.g. courier, 
USPS, UPS, FedEx. 
 

Communications policy.   
 
Documents must be properly marked 
prior to faxing them.    
 

Confidential & Proprietary 
– For Internal Use Only 
 

Information which is intended for 
internal use only, but may be shared 
with associates, and with contractors 
or vendors on a need to know basis 
who have signed a Non-disclosure 
Agreement. 
Such documentation must be stored 
in secure shared drive folders that 
are accessible by only those who 
have a need to access it.   
 
 

• Corporate policies 
• Departmental procedures 
• Associate Handbook 
• Organization Charts 
• Salary Administration Manual 
• Financial status memos to management 
• Job aids 
• New hire orientation materials 
• Regulatory implementation memos 
• Record Retention Schedule 
 

Should be distributed via  
interoffice mail in sealed 
envelopes when possible. 

Should be distributed in 
sealed envelopes when the 
delivery is accomplished by 
another party, e.g. courier, 
USPS, UPS, FedEx. 
 

Must be e-mailed in accordance with 
the eMail and Other Electronic 
Communications policy.   
 
Documents must be properly marked 
prior to faxing them.    
 

Confidential & Proprietary 
– Restricted (Solely for 
authorized persons having a 
need to know) 
 

Information which is not intended 
for wide distribution and may 
only be shared upon approval by a 
Director or above of the Company 
or the Legal & Regulatory Affairs 
Department, or pursuant to 
written instructions on the 
document. 
Such documentation must be stored 
in secure shared drive folders that 
are accessible by only those who 
have a need to access it.   
 

• Board materials 
• Revenue and membership projections  
• Market research 
• Strategic Plan 
• Business Continuity Plan  
• In-team audit notes, work papers and 

reports  
• Actuarial analyses 
• Underwriting reports 
• Competitive intelligence 
• Capital investment plans and projected 

earnings  

Should be distributed via 
interoffice mail in double-
sealed envelopes (the inside 
envelope being a tamper-
evident envelope, marked with 
a PRIVATE or 
CONFIDENTIAL label.)   
 

Should be distributed via 
interoffice mail in double-
sealed envelopes (the inside 
envelope being a tamper-
evident envelope, marked 
with a PRIVATE or 
CONFIDENTIAL label.)   
 
Boxes or cartons containing 
such information must be 
taped closed and the 
destination address verified 
before being sent. 

Must be e-mailed in accordance with 
the eMail and Other Electronic 
Communications policy.   
 
Documents must be properly marked 
prior to faxing them.    
 

http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
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Information Classification Requirements Distribution Requirements 
(MAY ONLY BE DISTRIBUTED WHEN REQUIREMENTS ARE MET) 

Standard Proprietary 
Markings 

Requirements for Information 
Release/Storage 

Examples (not all inclusive) Internal Distribution External Distribution Electronic Distribution 

• Provider reimbursement or contracting 
information 

 
Attorney-Client Privileged 
and/or Attorney Work 
Product 
 

Information which has been 
prepared by or at the direction of 
the Company’s counsel, and may 
only be disclosed to other internal 
or external parties at the direction 
of the Company’s counsel. 
 
Such documentation must be stored 
in secure shared drive folders that 
are accessible by only those who 
have a need to access it.   
 

 
• Notes, work papers, reports and 

presentations related to investigations 
or projects performed at the direction 
of Company counsel 

• Written or oral communications with 
Company counsel when they are in fact 
confidential and are/will be maintained 
as confidential by Premera 

Should be distributed  via 
interoffice mail in double-
sealed envelopes (the inside 
envelope being a tamper-
evident envelope, marked with 
a PRIVATE or 
CONFIDENTIAL label.) 

Should be distributed via 
interoffice mail in double-
sealed envelopes (the inside 
envelope being a tamper-
evident envelope, marked 
with a PRIVATE or 
CONFIDENTIAL label)  
 
Boxes or cartons containing 
such information must be 
taped closed and the 
destination address verified 
before being sent. 
 

Must be e-mailed in in accordance with 
the eMail Use and Other Electronic 
Communications policy and ISS 
Encryption Standard.   
 
Documents must be properly marked 
prior to faxing them.    
 

Confidential PPI – Member 
 

Means the Protected Personal 
Information (PPI) of any applicant, 
current or former member, 
regardless of how or where it is 
stored, whether it be formatted, or 
unformatted. 
 
See the Confidentiality of Protected 
Personal Information (PPI) Policy 
for specific requirements and 
restrictions before disclosing such 
information internally or externally.  
When in doubt, consult your 
Privacy Liaison, who is trained to 
provide guidance on such matters. 
 
Such documentation must be stored 
in secure shared drive folders that 
are accessible by only those who 
have a need to access it.   

• Claims information and diagnoses, 
whether in electronic or paper form 

• Member names, addresses, subscriber 
number, Social Security Number, 
telephone number, etc. 

• Membership & Billing spreadsheets 
• Case/care management reports and files 
• Medical review reports and files  
• Utilization data 

Should be distributed via 
interoffice mail in sealed 
envelopes when possible.   

Should be distributed in 
sealed envelopes when the 
delivery is accomplished by 
another party, e.g. courier, 
USPS, UPS, FedEx.  

Must be e-mailed in accordance with 
the eMail and Other Electronic 
Communications policy and the ISS 
Encryption standard.  
 
Documents must be properly marked 
prior to faxing them.    
 

http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://itstandards/ITStdsRep/groups/public/documents/standard/its_000107.doc
http://itstandards/ITStdsRep/groups/public/documents/standard/its_000107.doc
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000209.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000209.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://itstandards/ITStdsRep/groups/public/documents/standard/its_000107.doc
http://itstandards/ITStdsRep/groups/public/documents/standard/its_000107.doc
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Information Classification Requirements Distribution Requirements 
(MAY ONLY BE DISTRIBUTED WHEN REQUIREMENTS ARE MET) 

Standard Proprietary 
Markings 

Requirements for Information 
Release/Storage 

Examples (not all inclusive) Internal Distribution External Distribution Electronic Distribution 

Confidential PPI – Associate 
– Restricted 

 Means the Protected Personal 
Information (PPI) of any associate 
and their covered dependents, 
regardless of how or where it is 
stored, whether it be formatted, or 
unformatted. 
 
See the Access to Protected Personal 
Information and Other Restricted 
Access Groups policy and the 
Confidentiality of Protected 
Personal Information (PPI) policy 
for specific requirements and 
restrictions before disclosing such 
information.  When in doubt, 
consult Human Resources, who is 
trained to provide guidance on such 
matters. 
 
Such documentation must be stored 
in secure shared drive folders that 
are accessible by only those who 
have a need to access it.   

The following apply only if related to an 
associate’s health care, provision of health 
care, or payment for provision of health 
care: 
• Claims information and diagnoses, 

whether in electronic or paper form 
• Member names, addresses, subscriber 

number, Social Security Number, 
telephone number, etc. 

• Salary, payroll and other compensation 
data 

• Case/care management reports and files 
• Medical review reports and files 
       Utilization data 

Should be distributed via 
interoffice mail in sealed 
envelopes when possible. 

Should be distributed in 
sealed envelopes when the 
delivery is accomplished by 
another party, e.g. courier, 
USPS, UPS, FedEx.  

Must be e-mailed in accordance with 
the eMail and Other Electronic 
Communications policy and the ISS 
Encryption standard.  
 
Documents must be properly marked 
prior to faxing them.    
 

 

http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_014690.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_014690.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_014690.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000209.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000209.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://iweb.premera.com/stellent/groups/public/documents/corppolicies/cmi_000276.pdf
http://itstandards/ITStdsRep/groups/public/documents/standard/its_000107.doc
http://itstandards/ITStdsRep/groups/public/documents/standard/its_000107.doc
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